MICROCHIP PRIME Products
PRIME Manager User Guide

Overview

The PRIME Manager is a PC software application that connects to Service or Base Nodes allowing easy
management of the device functionality.

Features

*  Connection by USI Protocol to PRIME Devices

*  Supports PRIME 1.3 Service Nodes with Firmware Version 1.3.9.0 or Later
*  Supports PRIME 1.3 Base Nodes with Firmware Version 1.3.10.0 or Later
»  Supports PRIME 1.4 Service or Base Nodes with Firmware 1.4.1.0 or Later
*  Multi-Client Connection

« PRIME APl Management

*  Manage Certification

« Manage MTP

*  Embedded Sniffer Support

*  Run DLMS Over TCP Protocol as Application (Base Node)

*  Run PRIME Over UDP as Application (Base and Service Node, PRIME 1.3 Only)
»  USI Serial Profile Certification Bridge

*  Firmware Upgrade with Signature Options (PRIME 1.4)

*  Python Script Example to Sign Firmware Files
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PRIME Products

Introduction

1. Introduction

1.1 Description
The PRIME Manager is used to monitor and manage PRIME power line networks. This tool requires a
hardware device connected to the power line.
The PRIME Manager can be used for:
*  PIB management
*  Testing embedded firmware
*  Monitorizing embedded Sniffer

The USI messages are processed and the results displayed in the different views of the main window
(see Figure 2-9).

1.2 Application Structure
The application is designed with the following structure:

Figure 1-1. Application Structure

PRIMEManager

PRIMEManager

TCP/IP
XML

PLCUSIServer

TCP/IP or Serial
Usl

Microchip

SN /BN

The PRIMEManager is the main application — it configures and launches the PLCUSIServer application
and its USI connection. The PLCUSIServer allows connection of several PRIMEManager instances.
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2. Initial Steps

21 Software Installation
To install the software, execute the provided installation wizard.

First, select between multiuser support or current user.

Figure 2-1. First Wizard Window

I3 Microchip PRIME Manager Setup EI [=] @
Choose Users P
Choose for which users you want to install Microchip PRIME Manager. K ¢ 7

Select whether you want to install Microchip PRIME Manager for yourself only or for all users
of this computer. Click Next to continue.

@ Install for anyone using this computer

Install just for me

Next > | | Cancel
Next, select the components to install.
Figure 2-2. Select Components
127 Micrachip PRIME Manager Setup EI = @
Choose Components P
Choose which features of Microchip PRIME Manager you want to install. K @ y

Check the components you want to install and unchedk the components you don't want to
install. Click Next to continue.

Select components to install: Description

Space required: 180.0MB

| < Badk |[ Next > ]| Cancel |

And finally, select the folder where the software must be installed or just simply use the default location.
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Figure 2-3. Select Folder

127 Microchip PRIME Manager Setup El = @
Choose Install Location
Choose the folder in which to install Microchip PRIME Manager. R 3 ]

Setup will install Microchip PRIME Manager in the following folder. To install in a different
folder, dick Browse and select another folder, Click Install to start the installation.

Destination Folder

Browse...
Space required: 180.0MB
Space available: 26.0GB
| < Back |[ Install l | Cancel
The installation does not require any other configuration.
Figure 2-4. Installation Completed
{27 Microchip PRIME Manager Setup EI = 2

Completing the Microchip PRIME
Manager Setup Wizard

Microchip PRIME Manager has been installed on your
computer,

Click Finish to dose this wizard,

The installation procedure generates a desktop link and start menu link. Use any of them to start PRIME
Manager.

Target Firmware

Along with the Microchip PLC Kit, you have received the instructions to build/install the appropriate
firmware in your hardware devices. Refer to the “Kit User Manual” to install the appropriate Base/Service
Node firmware.

Starting

First, plug the hardware device to the power line. Then, connect the USB cable to the host computer.
Finally, start the PRIME Manager using, for example, the link created on your desktop during the install
process. This opens the main window.
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Figure 2-5. PRIME Manager Main Window

Microchip PRIME Manager 2.1.0 [fole )=
File Connection View Help

MICROCHIP

PRIME: Unknown S\ Microchip

In order to connect, the user needs to setup input and log parameters through the settings window. To
modify the settings, click File>Settings on the menu and the settings window will be shown (Figure 2-6).
First, choose between running a local USI server (PLCUSIServer) instance or connecting to a remote USI
server.

Figure 2-6. Settings Window

Settings

Connection Options
@ Run local USI server () Connect to remote USI server

Server options

Device type: @ Service

@ Serial Port |COM43 Enhanced ~ BaudRate | 115200 ~

7) TCPfIP Host |10.140.223.11 Port |8216
Protocol used for application requests

) PLME/MLME @ Serial Profile

Log Options

| st c:/USI_Log. txt l

Sniffer Options

Enable Sniffer

Sniffer Database: «c:/fSniffer_DB.sql

@ Overwrite () Append

l OK I I Cancel
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The normal usage is to run a local server and connect by USB (PC1 in Figure 2-7). After that, choose
between serial and TCP/IP link for the hardware connection. When running a local server, the TCP/IP
option allows the connection to a UART Hub or USI Spilitter.

Figure 2-7. Connection Diagram

PRIMEManager

PLCUSIServer

USB

O

When connecting to remote server (PC2 in Figure 2-7), the TCP/IP option requires the IP address of the
server (PC1) and the opened port by the server. Note that the opened port is shown in the status bar of
the tool.

If the COM port is not known, it can be located at the Windows Device Manager in the Port (COM & LPT)
section. In this example, COM69 is used:

Figure 2-8. Windows Device Manager

= Device Manager EI@
File Action View Help
= B E| HE| & @%b

4 = ZARDTO027
[ 3 Batteries
&> {8 Computer

[» -y Disk drives

1+, Display adapters

4 DVD/CD-ROM drives

b % Human Interface Devices

I IDE ATA/ATAPI controllers

D@ Jungo

S Keyboards

DB Mice and other pointing devices

Dﬂn'j Modems

D!l; Monitors

b@ Metwork adapters

475" Ports (COM & LPT)

f? Communications Port (COM2)

? Silicon Labs Dual CP210x USB to UART Bridge: Enhanced COM Port (COMGS)
?’ Silicon Labs Dual CP210x USB to UART Bridge: Standard COM Port (COMT70)
II>-R Processors

b ﬁ| Sound, video and game controllers

4

> -8 System devices
[~ i Universal Serial Bus controllers
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Note: Some Microchip kits use a dual USB UART Bridge providing two COM devices on the same
USB cable. Firmware is configured to use the “Enhanced COM Port” by defaulit.

Shniffer options (Figure 2-6) allow enabling the embedded sniffer. The database to store the sniffer log can
be selected. Furthermore, overwrite or append options can be selected.

It is also possible to enable a USI log (see Figure 2-6). If it is enabled, all USI traffic from PC to device
and from device to PC will be written on the selected text file. It can be useful for debugging.

The protocol used for application requests (see Figure 2-6) can be chosen (PLME/MLME or Serial
Profile). This is the protocol that will be used to get/set PIBs automatically by the tool. If both PRIME API
and MNGP (Serial Profile) are serialized, this option is not of relevance, but it can be useful if one of
those protocols is not serialized.

Now, the tool is ready to connect. Accept the changes and click on menu Connection>Connect in the
Main Window to start. The status bar at the bottom of the window will show the current setup and the
status of the tool. The Main Window is shown in the next figure.

Figure 2-9. Main Window when Connected to a Service Node

Microchip PRIME Manager 2.1.0 =N =R
File Connection View Help
PRIME Management

PLME/MLME PIBs Serial Profile MAC 4-32 PLME MLME Certification MTF Prime Qver UDP Prime Debug

| macversion (0x0001) v || cetrs

o[£ | setr |

1 byte
Connected TCPIP:10.140.30.22: 13052 Server:9098 PRIME: 1.4 MAC State: Terminal 6\ MICROCHIP

When clicking Connect, if the sniffer was enabled in the settings dialog, a new window would be shown
with the sniffer (see section 3. Network Topology View). Such window is similar to the PLC Sniffer tool.
Note that once the tool is connected, it is not possible to show the sniffer if it was not activated before
clicking Connect.
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Figure 2-10. Main Window when Connected to a Base Node

Micrachip PRIME Manager 21.0 [EF=3E=R "=
File Connection View Help
Base t & x
Modes MAC SID LMD LSID fuStste Version VendorModel d4-32. ALY Re/Tx Henagemen
-------------------------- N 18 5 PRTEVENE] MAL
g (0203000000 0 781 1 20180418 09012:35 > [Hetlivent] MAC
B 010203000006 1 753 2 2018-04-19 08
4 01020300:00:0C 2 61 3 nao
010203000014 3 760 255
. 8 255
%1 258 - bl
M6 255 44 > [NetEvent] MAC: 0
5 255 ;
4 255
M3 255 Time Confiurations
L) Difay Rest 60 Safety Timer 216500
. 159 255
. 15 255 Fie Configuraton
B : 184 255 Select
= {
. 014 0007 12 25 i
010203000002 0 755 255 Match Rk Vandor Fodkl
010203000003 0 7% 255 ) N e =
0L020300:00:08 O 157 255 Sonetires SN | 5=z (0
010203000005 0 760 255 Page size [AUTO. | 7 ARG [ Multicast
start
Modes: 19 Switches: 3 Refoad Tree |
FRIVE Management g%
PMEMMEFES | SeidProfie | pRIERofie | 432 | MAC | MME | AME | Cersfcaten | MTP | PrimeCverUDP | Prime Dsbug
macLisseglewnces ([x0050) || Getem | ResET
B P RemooT |
Lists cannot be seft
Switch Capabises=0
FReghevice (ELIL4S: 03:00:00:0e)
Lovel=2
Termnal Capabies= 101
Switch Capabies=0 =
Connected TCPIP:101403022: 13051 ServerS089 PRIME 1.4 ﬁ‘lﬂm

1. Network Topology view. This is the basic presentation in the main application window and it is
always visible when connected to a Base Node. It is not available when connected to a Service
Node. This view displays the logical network structure. The structure is inferred analyzing the
network events received from the Base Node. In addition, this view shows node information such
as MAC, LNID, LSID, SID, firmware upgrade state, firmware version, model and vendor, 4-32
address, ALV message count and coverage

2. Firmware Upgrade view. This view displays firmware upgrade options and information about the
current upgrade process. It is not available when connected to a Service Node

3. PRIME Management. This view allows requesting information and other functionalities provided by
the different protocols available in the tabs. It is available in both Base and Service Node
connection, but there are some differences (to be described in section 5. PRIME Management
View)

© 2018 Microchip Technology Inc. User Guide DS50002766A-page 10
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Network Topology View
3. Network Topology View
The Network Topology View looks like this:
Figure 3-1. Network Topology View Showing a 27-node Network
Modes MAC SID LMID LSID fuState Version Vendor/Model 4-32 Address ALV Rx/Tx  Coverage
4 01:20:30:71:00:90 0 10005 1 1/1 (100%) | 100 %
4 01:20:30:71:01:07 1 10006 2 1/1 (100%) —— 100%
4 01:20:30:71:01:17 2 10015 3 1/1 (100%) | 100%
4 01:20:30:71:01:21 3 10018 4 1/1 (100%) |G 100 %
4 01:20:30:71:01:32 4 10024 5 0/0@0%) | | 0%
. 01:20:30:71:01:45 5 10026 255 1/1 (100%) | 100 %
. 01:20:30:71:01:47 5 10025 255 1/1 (100%) | 100%
. 01:20:30:71:01:51 5 10027 255 1/1 (100%) | 100%
. 01:20:30:71:01:30 4 10019 255 0/000%) | | 0%
. 01:20:30:71:01:42 4 10023 255 171 (100%) | 100%
. 01:20:30:71:01:43 4 10022 255 1/1 (100%) | 100 %
. 01:20:30:71:01:44 4 10020 255 171 (100%) | 100%
. 01:20:30:71:01:13 3 10017 255 0/00%) | | 0%
. 01:20:30:71:01:22 3 10014 255 0/0 0% | | 0%
. 01:20:30:71:01:26 3 10021 255 0/0@0%) | | 0%
. 01:20:30:71:01:29 3 10011 255 1/1 (100%) | 100 %
. 01:20:30:71:01:08 2 10013 255 171 (100%) | 100%
. 01:20:30:71:01:11 2 10012 255 1/1 (100%) | 100 %
. 01:20:30:71:01:12 2 10010 255 0/0 0% | | 0%
. 01:20:30:71:01:18 2 10016 255 0/0@0%) | | 0%
. 01:20:30:71:01:01 1 10009 255 0/000%) | | 0%
. 01:20:30:71:01:02 1 10007 255 1/1 (100%) | 100%
. 01:20:30:71:01:03 1 10004 255 1/1 (100%) | 100 %
. 01:20:30:71:01:06 1 10008 255 1/1 (100%) | — 100
. 01:20:30:71:00:15 0 10001 255 171 (100%) | 100%
. 01:20:30:71:00:47 0 10002 255 0/000%) | | 0%
. 01:20:30:71:00:83 0 10003 255 171 (100%) |—— 100%

MNodes: 27 Switches: 5 Reload Tree

This view shows the current status of the network inferred by the tool. It is automatically refreshed every
time a change in the network is detected; for example, a new device is registered or promoted to switch.
It is also possible to refresh this view with the Reload Tree button, which requests to the Base Node the
list of registered nodes in order to rebuild the network structure. This is useful if network events were lost
and thus the topology is not up-to-date.

This view displays the following information:
* Node State. A green dot is a terminal node and a yellow dot is a switch node
* MAC address
+  SID (Switch Identifier)
*  LNID (Local Node Identifier)
*  LSID (Local Switch Identifier)
» fuState (Firmware Upgrade State)
*  Firmware version
*  Firmware vendor and model
*  4-32 Address
* ALV Rx/Tx (number of ALV messages received and transmitted)
»  Coverage (moving average with the last three ALV messages)

There is a right-click menu in this view with further options, as shown in the following figure:

© 2018 Microchip Technology Inc. User Guide DS50002766A-page 11
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Figure 3-2. Right-Click Menu

01:20:30:71:01:30 4

Info Request...

10019 255

Network Management...

FU Management...
OI205300T01°22 73 100187255

01:20:30:71:01:26 3

Info Request Dialog

10021 255

This dialog allows requesting information from the Service Nodes by means of the Base Management

Protocol.

Available information to be requested is firmware version, model and vendor, and firmware state. The
firmware state is only returned when a firmware upgrade process is running. The responses will be

shown in the rows of Figure 3-1.

The information can be requested to all registered nodes or just to selected nodes (multiple selection is

enabled in Network Topology View).

Figure 3-3. Info Request Dialog

01:20:30:71:00:90 0
01:20:30:71:01:07 1
01:20:30:71:01:17 2
01:20:30:71:01:21 2

4 01:20:30:71:01:32 4
. 01:20:30:71:01:45 5
. 01:20:30:71:01:47 5
. 01:20:30:71:01:51 5
01:20:30:71:01:30 4
01:20:30:71:01:42 4
01:20:30:71:01:43 4
01:20:30:71:01:44 4

. 01:20:30:71:01:19 2
. 01:20:30:71:01:22 3
. 01:20:30:71:01:26 2
. 01:20:30:71:01:29 2
01:20:30:71:01:08 2
120207101412

Network Management Dialog

10005
10006
10015
10018
10024
10026
10025
10027
10019
10023
10022
10020
10017
10014
10021
10011
10013
10012

b B g ka2

255
255
255
255
255
255
255
255
255
255
255
255

|5 Info Request

(8 mESal
Info requested:
@ FW version/Model fendor

FU State
To:
@ Selected Modes

All Nodes

This dialog lets the user manage the network with functions Unregister, Promote, Demote and Reboot.

© 2018 Microchip Technology Inc.
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Figure 3-4. Network Management Dialog

|5 Metwork Mana...@

Actions:
Unregister
@ Promote
Demote
Reboat
Ta:
Selected Nodes

@ AllNodes

01:20:30:71:01:47
01:20:30:71:01:51
01:20:30:71:01:30
01:20:30:71:01:42
0L:20:30: 7101043

OK ] | Cancel

Firmware Upgrade Management Dialog
The available options in this dialog depend on whether or not a firmware upgrade process is running.
When not running, nodes can be added to and removed from the list. When the process starts, the
Remove option is disabled but the Abort option is enabled so that the upgrade process can be cancelled
at any time. It is always possible to add nodes to the list.

Figure 3-5. Firmware Upgrade Management Dialog

|5 FU Manageme... @

Action:

@ Add to FU list

Remove from FU list

To:
@ Selected Nodes

All Nodes

01:20:30:71:01:47 -
01:20:30:71:01:51
01:20:30:71:01:30
01:20:30:71:01:42
01:20:30:71:01:43

m

[ OK ] | Cancel |

This dialog only adds the nodes to the Firmware Upgrade, but the process does not start when the OK
button is clicked. The next section describes how to start the Firmware Upgrade Process.

© 2018 Microchip Technology Inc.
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Base Management View
This view allows the configuration of the firmware upgrade parameters:

Delay Restart. Number of seconds that a device must wait before performing a restart after
receiving the new firmware

Safety Timer (in seconds). If an upgraded node cannot register before this timer expires, it will
return to the last firmware version

File. File with the new firmware version

Match Rules. When marked, the Base Node checks that vendor and model firmware of the Service
Node match those of the new firmware. If they do not match, the Base Node will not upgrade this
node

Signature Type (PRIME 1.4 only): No signature, RSA3072+SHA256 or ECDSA256+SHA256
Signature Size (PRIME 1.4 only): Size of the signature data that is appended to firmware binary
file

Page size. Size of the data packets sent through the PLC line. By default the AUTO option is 64
bytes

ARQ. Enable or disable the ARQ protocol in the Base Node

Multicast. Enable or disable PRIME multicast capabilities to transfer the firmware to a list of
devices

Figure 4-1. Base Management View

Base Management g X

Firmware Upgrade

Time Configurations

Delay Restart 60 Safety Timer 21600

File Configuration

Select File... | C:f

Match Rules  Vendor Model

Signature: |No signature "l Size: 0

Page Size |AUTO - ARQ V]| Multicast

If you already selected the devices to be upgraded in the Network Topology View (see section 3.3
Firmware Upgrade Management Dialog), click the Start button to start the firmware upgrade process. If
not, go to select the devices.

To cancel a firmware upgrade process, use the Stop button or abort it from the Network Topology View
(see section 3.3 Firmware Upgrade Management Dialog).

© 2018 Microchip Technology Inc. User Guide DS50002766A-page 14
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Base Management View

The upper text browser in Figure 4-1 shows real-time changes in topology (Network Events) and the
stages of the firmware upgrade process.

Signing Firmware

In order to test signed firmware upgrades, this tool provides a Python® script that will sign a binary using
Microchip’s test keys. The script and test keys are located at {Install-dir}\signature-scripts. ECDSA
algorithm has been chosen to perform this test. Elliptic curve private and public keys are provided to sign
and verify. Remote nodes performing the firmware upgrade must also know the public key to verify the
signature. Also, remote nodes must know the ECC curve chosen. Microchip ECC test keys use the
standard curve SECP256k1. The provided Python script will create a file concatenating the original file
and its signature (coded in ASN.1 format). The signed file will have the same name with the extension
“ECDSAxx.bin”, where “xx” is the signature length. In a command line window, execute the command (or

edit and execute the batch file provided):
C:\>cd “C:\Program Files (x86)\Atmel\Atmel PRIME Manager 2.0.8\signature-scripts”
C:\ ..s>c:\python34\python.exe prime-fw-sign.py -f C:\temp\prime service bin.bin \

-k ecc_secp 256kl atmel private.pem \
-p ecc_secp 256kl atmel public.pem

It is also possible to sign the firmware binary with your own keys (as long as Service Nodes know your
public key) or use a different software. For example, follow the next steps to sign with OpenSSL.:

1. Generate (if needed) ECC private key with OpenSSL using SECP256k1 curve (256 bits key):

openssl ecparam -out private key.pem -name secp256kl -text -genkey

2. Generate ECC public key from private key (if needed). Service Nodes performing the signature
verification must know this key and the curve used to generate it:

openssl ec -in private key.pem -pubout -text
3. Show ECC key parameters (curve, public/private):
openssl ec -in private key.pem -text
4. Calculate SHA256 digest for your firmware file:

openssl dgst -sha256 -binary -out hash sha256.md file.bin

5. Sign SHA256 digest with ECDSA:

openssl pkeyutl -sign -inkey private key.pem -in hash sha256.md \
-out signature asnl.bin

6. Print binary data, concatenate input file and signature:
(LINUX)

$ cat signature asnl.bin | xxd
$ cat file.bin signature asnl.bin > prime fw sig.ECDSA.bin

(WINDOWS)
c:\> type file.bin signature asnl.bin > prime fw sig.ECDSA.bin

7. Find out the size of signature, parameter needed by the PRIME Manager
(LINUX)

$1s -1 signature asnl.bin

(WINDOWS)

C:\> dir signature asnl.bin

© 2018 Microchip Technology Inc. User Guide DS50002766A-page 15
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PRIME Management View
This view has several tabs with different functionalities. As shown in Figure 5-1, there are several tabs:
*  PLME/MLME PIBs. Get or set PIBs through PLME or MLME
«  Serial Profile. Get or set PIBs through the Serial Profile
» MAC. Send and receive messages through null convergence sublayer
* 4-32. Send and receive messages through IEC-432 convergence sublayer
*  PLME. PHY Layer Management Entity functions
*  MLME. MAC Layer Management Entity functions
» Certification. PIB management for certification
*  Manufacturing (MTP) Test. PIB management for manufacturing test
*  PRIME over UDP. PRIME “Ticket 65” interface through PRIME Manager

Note that each tab has its own text browser to show its corresponding protocol information. Messages
can appear on a text browser even if its tab is not selected, e.g. when a 4-32 message is received but
another tab is selected.

The following subsections describe each tab in detail.

PLME/MLME PIBs
This tab allows getting or setting a PIB from the connected device through PLME (for PIBs belonging to
the PHY layer) or MLME (for PIBs belonging to the MAC layer). Figure 5-1 shows the tab appearance.

Note: The device’s firmware must support this feature. Base/Service Node’s firmware must be
configured to support MLME/PLME serialization. Otherwise, commands executed from this
window will not have any effect.

Figure 5-1. PLME/MLME PIBs Tab

PRIME Management =)

PLME/MLME PIBs Serial Profile FRIME Profile 4-32 MALC MLME PLME Certification MTP Prime Qwer UDP

| macversion (0x0001) v || GetrB
0o [ | setm |
1byte
CNID=Z00% o
State=2
LSID=6
SID=5
Level=2

Terminal Capabilities=117

Switch Capabilities=9|
RegDevice (EUI48=01:02:03:04:05:00)

LNID=2005

State=1

LSID=255 &

m

The PIB is selected from the combo box.

Clicking the Get PIB button, a message similar to the one in Figure 5-1 appears in the text browser
showing the result. The PIB value is displayed both in hexadecimal and decimal base (only for PIB
attributes up to 32 bits).
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In order to set a PIB, write the value and then click the Set PIB button. The comment below the line edit
shows the length of the PIB selected. The new value must be coherent with such length, but if such new
value is out of the range, the tool will inform in the text browser. If the length is 1, 2 or 4 bytes, the value
must be given in decimal base, otherwise hexadecimal (with Ox...) base must be used.

Serial Profile

This tab allows getting or setting a PIB from the connected device through the Serial Profile. The Figure
5-2 shows the tab appearance. The list of PIBs is the same as in PLME/MLME PIBs.

For PIB management, this tab is used like the previous one. Apart from that, it is also possible to send
reset statistics and reboot commands to the connected device.

Figure 5-2. Serial Profile Tab

PRIME Management =]

PLME/MLME PIBs | Serial Profle | PRIMEProfie | 432 | mac | mwe | pvE | certification | MP | Prime over upp |

[macversion (ax0001) v|[ Getrm | RESET
0 £ Set PIB REBOOT
1byte

07-06-2015 13:25:58.534 [MNGP_GET_RSF] received
pib_attrib=0x0001
pib_value=0x01 (1)|

PRIME Profile

This tab allows getting or setting PIBs to remote nodes through PLC’s PRIME Profile. Also, it allows
sending a remote Reset (of statistics) and reboot signal to a registered node.

Figure 5-3. PRIME Profile Tab

PRIME Management

FLMEMMEFiBs | SedalProfie | PRIMEFrofle | 432 | MAC | MME | AME | Certificason | MTF | Prime Over LOP

PIB Attrioute: | macvension (1n0001) *| | cetr

Hode: |0102:03:04005%00 - ResetStats | | Reboot Node
| setrm

1byte (0 to 255 or Ox...)
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MAC
This tab allows sending messages through null convergence sublayer. It is the interface with MAC
primitives (see PRIME specification). Such primitives are:

» Establish. Send establish request or respond to an establish indication

* Release. Send release request or respond to a release indication

* Join. Send join request or respond to a join indication

* Leave. Send leave request

» Data. Send data request
Functionalities are dynamically enabled/disabled with received/sent commands, e.g. when a connection
is opened, it will be possible to close the connection (release/leave) or send a message through the
corresponding connection handler.

Figure 5-4. MAC Tab

&)

PRIME Management

| PLMEMLME PIBs | SerialProfle | PRIMEProfle | 432 | MAC | MME | PLME | Certification | MTP [ Prime Over uDP

[ Binary data
MAC_ESTABLISH
REQUEST
EUI48: 00:00:00:00:00:00 Type: 0 + | data: Num Chars: 0 [ | ARQ  cfbytes: 0 5 Request
RESPONSE

Handle: Answer: |ACCEFT Data: Mum Chars: 0 Response

MAC_RELEASE

REQUEST RESPOMNSE

Handle: Request Handle: Answer: |ACCEFT
MAC_JOIN

REQUEST

Multicast * | Handle: 0 |5 EUI48: 00:00:00:00:00:00 Type: 0 |5 Data: # chars: 0 | Reguest

RESPONSE

Handle: ELII4&: Answer: |ACCEPT Response

MAC_LEAVE

on_handle: EUI43: |00:( Request
MAC_DATA

on_handle: data: Mum Chars: 0 prio: |0 - Request

This tab allows sending messages through the IEC-432 convergence sublayer. The Service Node can
connect, disconnect and send messages to the Base Node. Figure 5-5 shows the appearance of this tab.

When the option Binary format (DATA) is marked, the messages must be introduced in hexadecimal
format, otherwise ASCII format is used. The received messages are also shown in such format.

Furthermore, if the option Ping — Pong is marked, a message is automatically sent whenever a message
is received. Thus, if an instance of the PRIME Manager (version 1.x.x or later) is connected to a Base
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Node, another one is connected to a Service Node and Ping - Pong is marked in both, the Base and the
Service Node will be continually sending messages to each other.

Base Node tab also permits enabling the DLMS over TCP protocol. This allows a remote concentrator to
connect the PRIME Manager/Base Node and gather DMLS/COSEM data directly from the service nodes
that implement such layer. When enabled, PRIME Manager opens a TCP server in port 4059 and waits
for a connection from a remote concentrator. Only one remote connection is allowed.

Figure 5-5. 4-32 Tab for a Base Node

PRIME Management =
| PLMEMIME PBs | SerialProfle | PRIMEProfie | 432 | mac | mME | PLME | certification | MTP | Prime Overube | Prime Debug |
[] Ping - Pong [ Binary format (DATA) [7] Enable DLMSGTCP  DLMSGTCP port: 4059
Numn Chars: 0
15-09-2016 09:42:53.385 [CL432_JOIN_INDICATE] Serial#: ATMService01 Address: 1004 MAC: D1:02:03:00:00:04
15-09-2016 09:43:13.583 [CL432_DL_DATA_indication] 20 bytes received
dst_lsap: 1
src_lsap: 16
dst_address: 0
src_address: 1004]
data: 0x0102030405060708091010101020304050607607
Figure 5-6. 4-32 Tab for a Service Node
PRIME Management 3]

PLMEMMEPIBs | SerialProfle | 432 | MME | Certificaion | MFG Test

| Disconnect J Ping-Pong Binary format (DATA)
abcdefgh Num Chars: 8 Send J

27-03-2014 13:22:04.201 [CL432_RELEASE _request] sent

27-03-2014 13:22:29,364 [CL432_RELEASE _confirm] received

27-03-2014 13:22:50.751 [CL432_ESTABLISH_request] sent

27-03-2014 13:23:15.385 [CL432_ESTABLISH_confirm] received

27-03-2014 13:23:29.005 [DL432_DATA_REQUEST] 8 bytes sent to base

27-03-2014 13:23:30. 160 [DL432_DATA_CONFIRM] Success in message to base

27-03-2014 13:24:02.069 [DL432_DATA_INDICATION] 10 bytes received from base:
0123456789 =

5.6 PLME
This tab is the interface with PHY Layer Management Entity primitives (see PRIME specification). Such
primitives are:
* Reset. Reset PHY layer
+ Sleep. Sleep PHY layer. The node will not be able to transmit/receive packets
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* Resume. Wake up PHY layer
Figure 5-7. PLME Tab

PRIME Management @

| PLMEMLME PIBs | SerialProfle | MaC | 4-32 | PLME | MME | Certification | MFGTest |

PLME_RESET_REQUEST | PLME _SLEEP_REQUEST| PLME_RESUME_REQUEST |

19-02-2015 17:41:07.173 PLME_RESET_request sent

19-02-2015 17:41:07.313 [prime_d_null_plme_reset_confirm] Result=0 (PLME_RESULT _SUCCESS)
19-02-2015 17:41:08.021 PLME_SLEEP _request sent

19-02-2015 17:41:08. 178 [prime_d_null_plme_sleep_confirm] Result=0 (PLME_RESULT_SUCCESS)
19-02-2015 17:41:08.429 PLME_RESUME _request sent

19-02-2015 17:41:08, 504 [prime_d_null_plme_resume_confirm] Result=0 (FLME_RESULT SUCCESS)

MLME

This tab allows sending MLME commands. The commands are different depending on the connected
device.

Available commands for the Base Node are:

. Promote. Promote a terminal node to switch. The Base Node sends the command to the selected
Service Node

. Demote. Demote a switch node to terminal. The Base Node sends the command to the selected
Service Node

* Unregister. Unregister a registered node. The Base Node sends the command to the selected
Service Node

Info: Note that these commands in the Base Node are also available in the Network Topology
View (see section 3.2 Network Management Dialog).
Available commands for the Service Node are:

*  Promote. Promote the connected node to switch

» Demote. Demote the connected node to Terminal state

* Unregister. Unregister the connected node

Additionally, there is a common command — Reset MLME - to reset the MAC of the connected device.

Figure 5-8 and Figure 5-9 show the appearance of this tab for a Base Node and a Service Node,
respectively.
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Figure 5-8. MLME Tab for a Base Node

PRIME Management B

| PLMEMMEPIBs | SerialProfie | PRIMEProfie | 432 | MAC | MIME | PLME | Certficaton | MTP | Prime Over UDP |

Unregister Node

Registared Nodes:  |01:02:03:00:00:01 ¥ | Promote Node |

| Demote Node

RESET MLME |

15-09-2016 09:46:21.843 [MAC_ACTION_DEMOTE] for node Ox010203000009 sent

15-09-2016 09:96:22. 125 [prime _d_null_mime_set_confirm] Result=0 (MLME _RESULT_DONE)

15-09-2016 09:46: 23, 507 MLME Reguest: MSGTYPE_CL_NULL_MLME_PROMOTE_REQ sent

15-09-2016 09:46:23.573 [prime_d_null_mime_promote_confirm] Result=10 (MLME_RESULT_REDUNDANT)
15-09-2016 09:46:27.307 [MAC_ACTION_UNREGISTERBN] for node 0x010203000001 sent

15-09-2016 09:46:27.309 [MSGTYPE_CL_NULL_MLME_UNREGISTER_REQ] sent

15-09-2016 09:46:27.531 [prime_d_null_mime_set_confirm] Result=0 (MLME_RESULT_DONE)

Figure 5-9. MLME Tab for a Service Node

Microchip PRIME Manager 2.1.0
File Connection View Help

‘u
3
&

PRIME Management
PLMEMMEPIBs | SerialProfie | MAC | 432 | PLME | MME | Certificaton | MTP | Prime Over UDP | Prime Debug

SNA: |0D:00:00:00:00:00 [Flsm: |o | REGISTER

BON_MODE NULL(0) v || PrOMOTE

neaisTeR | [_pemote | [ReseT MU |

19-04-2018 09: 10:06. 758 [MLME_REGISTER _indication]
SNA=01:02:03:00:00:00
SID=0

19-04-2018 09: 10:30.057 [MLME_PROMOTE _indication]

Connected TCP IP: 10.140.30.22: 13052 Server:9098

PRIME: 1.4 MAC State: Terminal @ MicrocHIP

Certification

This tab is used to help during the certification process. The PIB handling could be done in the PIB

management tabs but in this tab only certification-related PIBs are handled. The following options are
available:

* Set Cert Mode. PIB mngCertMode (0x8120) is set to the mode selected in the combo box (IDLE,
PHY v1.3.6, MAC or PHY v1.4)

+  Start Transmission. Transmit the required number of PHY Test Case type PPDU messages with
the selected modulation scheme, signal attenuation and duty cycle (PIB phyCertTx, 0x8121). It is
required to set PHY mode before

*  Run AppEmu. Starts/Stops the AppEmu application as defined in the PRIME Certification Test
Cases documents
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« Enable Serial Profile Bridge/Port. This check box enables a TCP server (in the selected port) to
which the Certification Tool will connect using Management Plane Interface commands

Note: Serial Profile Bridge/Port option is designed to allow external certification tools to
communicate with Base/Service Nodes under test. While this option is enabled, do not use PRIME
Manager to perform any task as it may interfere with any external tests.

Figure 5-10. Certification Tab

PRIME Management =)

PLME/MLME FIBs Serial Profile PRIME Profile 4-32 MAC MLME PLME Certification MTP Prime Over UDP

|IDLE hd | |Set Cert Mode| Run AppEmu /| Enable Serial Profile Bridge  Port: 8000 Current Certification state: Unknown

Y

#msg: 2000 |5 Att(dB): 0 |= Duty: 50 (% Modulation: |DBPSK A Start Transmission

07-06-2016 13:47:23.759 [MNGP_SET_REQUEST] sent
pib_atirib=0x8120
pib_value=0x01
07-06-2016 13:47:41. 768 [MNGP_SET_REQUEST] sent
pib_atirib=0x5120
pib_value=0x00
07-06-2016 13:47:51.043 [TIMEQUT_MMGF] Mo response received
07-06-2016 13:48:00.330 [CertBridge] Certification Bridge App initialized.

5.9 Manufacturing (MTP) Test
This tab can be used for manufacturing tests. The following options are available:
+ Enable/Disable. Enable/disable the MTP mode (phyMitpEnabled, 0x808E)
*+  Get/Set MAC. Get and set the MAC address of the connected device
*« Get/Set SNA. Get and set SNA
* Get version and ID information. Get SW versions, product ID and vendor ID
* Get/Set PHY parameters. Get and set Tx Channel, Load Thresholds and Impedance Branch

* Transmission Test. Set PIB phyTxParams (0x8089) according to the selected parameters. Len
(bytes) is the length of the payload. If random is 0, the content of packets is fixed, otherwise the
content is random (the lower the value, the more random is the message)

*  Get Stats. Get PHY stats. Mean RMS calc retrieves 0 if transmission test is running

Note: Set operations are only allowed when MTP mode is enabled.
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Figure 5-11. MTP Tab

PRIME Management =)
| PLMEMMEPIBs | SerialProfile | PRIMEProfile | 432 | mac | mME | PLME | certification | MTP | Prime Over UDP
MAC Vendor ID PHY SW version Tx Channel
Get Set Get Get Get
01:02:03:00:00:00 ID: Version: 0x23000204 1 = Set
SMA Product ID MAC 5W version Load Thresholds
Get Set Get Get Threshold 1 v | [ Get |
01:02:03:00:00:00 ID: 0x3730 Version: 0x50140101 3900 | Set
FW wersion 432 SW wersion Impedance Branch
Get Get Get
Version: 01.03,10.00 Version: 0x50140101 Set
Transmission Test
Modulation: Att(dB): 0 [5] Len (bytes): 16 |5 Interval (ms): 100 |5 Random: O |5 MumMsgs: 40 |= Start Tx
Stats
pib_attrib=0x8003 .
pib_value=0x0f3c (3900)
15-09-2016 09:58:05.981 [MNGP_GET_confirm]
pib_attrib=0x8301
pib_value=0x01 (1) -
5.10 PRIME over UDP (PRIME 1.3 only)
This tab window allows to start/stop the PRIME over UDP gateway through the PRIME Manager. It is
enabled for both Base and Service node as both could perform as a slave UDP device. The Default IP
Address corresponds to a multicast IP address, allowing multiple slave devices to communicate with a
master concentrator node.
Figure 5-12. PRIME over UDP Tab
PRIME Management =]
| pLvEmMLME PiBs | Serizlrofie | PRIMEProfle | 432 | mac | mume | pvE | certification | MTR | Prime Over UDP
[ Enable Prime Over Udp IP Address:  224.0.0.1 Port: 7919
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Sniffer Window

This window uses the same sniffer widgets (used in PLC Sniffer). That way, it is possible to use all the
functionalities of PRIME Manager and at the same time, monitorize the PLC packets with the sniffer, all
using the same COM port.

Figure 6-1. Sniffer Window

BFIME MANAGER SHIFFER e fid- e
Vs
Pzt vew a ‘
w ma Ny
Field sl Tt
Paschont # ] WFare TimeStamg WModulstion Symbaok SHR EsSHR RS Chanred Ducstion Dets CRC Up Doswn Lewel = o
Vosdsion 4 [ A i : £ om oamow 1 wa @ usen  w
Swbcle 2 10 HGsL. DEPSKCC. 2 7 oW 1m0 1 G4 1 Down 0 123
Timetarp  AMAG-USTIEDSD .
- ] R 10 M4 DEPSKCC. 2 7 o®m 1m0 1 641 Down 0 .
Etanded SNR. 90 4 = il me04d. DEPSKCC. 2 7 oW 1% b 11 G4 1 Down W .
Chanrel e 14 04041 DAPKCC. 2 7 M 1% b 1 G4.1 Down @ B oizs
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At the beginning, the sniffer table view is shown. Such view shows the PLC packets in real time.

Furthermore, more widgets can be selected to be shown in the view menu:
» Packet View: The selected packet in the table is decoded
* Hexa View: The selected packet in the table is shown in hexadecimal, byte by byte
*  Column Settings: Additional columns can be selected to be shown
* Nodes/Switches plot: Shows the number of nodes and switches as a function of the time

For more information, see the PLC Sniffer documentation.

Note: The device’s firmware must have the embedded sniffer option enabled. Otherwise, no
frames will be shown.

© 2018 Microchip Technology Inc. User Guide DS50002766A-page 24



7.1

7.2

7.3

7.4

PRIME Products

Revision History

Revision History

Note: Revisions 7.1-7.3 (Rev A-C) refer to Atmel document number 43089. With the 06/2018 revision,
the document was converted to the Microchip format and assigned DS number 50002766, beginning with
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The Microchip Web Site

Microchip provides online support via our web site at http://www.microchip.com/. This web site is used as
a means to make files and information easily available to customers. Accessible by using your favorite
Internet browser, the web site contains the following information:

*  Product Support — Data sheets and errata, application notes and sample programs, design
resources, user’s guides and hardware support documents, latest software releases and archived
software

*  General Technical Support — Frequently Asked Questions (FAQ), technical support requests,
online discussion groups, Microchip consultant program member listing

* Business of Microchip — Product selector and ordering guides, latest Microchip press releases,
listing of seminars and events, listings of Microchip sales offices, distributors and factory
representatives

Customer Change Notification Service

Microchip’s customer notification service helps keep customers current on Microchip products.
Subscribers will receive e-mail notification whenever there are changes, updates, revisions or errata
related to a specified product family or development tool of interest.

To register, access the Microchip web site at http://www.microchip.com/. Under “Support”, click on
“Customer Change Notification” and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

»  Distributor or Representative
* Local Sales Office
*  Field Application Engineer (FAE)
»  Technical Support
Customers should contact their distributor, representative or Field Application Engineer (FAE) for support.

Local sales offices are also available to help customers. A listing of sales offices and locations is included
in the back of this document.

Technical support is available through the web site at: http://www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

*  Microchip products meet the specification contained in their particular Microchip Data Sheet.

*  Microchip believes that its family of products is one of the most secure families of its kind on the
market today, when used in the intended manner and under normal conditions.

*  There are dishonest and possibly illegal methods used to breach the code protection feature. All of
these methods, to our knowledge, require using the Microchip products in a manner outside the
operating specifications contained in Microchip’s Data Sheets. Most likely, the person doing so is
engaged in theft of intellectual property.

*  Microchip is willing to work with the customer who is concerned about the integrity of their code.
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*  Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their
code. Code protection does not mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the
code protection features of our products. Attempts to break Microchip’s code protection feature may be a
violation of the Digital Millennium Copyright Act. If such acts allow unauthorized access to your software
or other copyrighted work, you may have a right to sue for relief under that Act.

Legal Notice

Information contained in this publication regarding device applications and the like is provided only for
your convenience and may be superseded by updates. It is your responsibility to ensure that your
application meets with your specifications. MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY
OR OTHERWISE, RELATED TO THE INFORMATION, INCLUDING BUT NOT LIMITED TO ITS
CONDITION, QUALITY, PERFORMANCE, MERCHANTABILITY OR FITNESS FOR PURPOSE.
Microchip disclaims all liability arising from this information and its use. Use of Microchip devices in life
support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend,
indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting
from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, AnyRate, AVR, AVR logo, AVR Freaks, BitCloud,
chipKIT, chipKIT logo, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, Heldo, JukeBlox, KeelLoq,
Kleer, LANCheck, LINK MD, maXStylus, maXTouch, MediaLB, megaAVR, MOST, MOST logo, MPLAB,
OptoLyzer, PIC, picoPower, PICSTART, PIC32 logo, Prochip Designer, QTouch, SAM-BA, SpyNIC, SST,
SST Logo, SuperFlash, tinyAVR, UNI/O, and XMEGA are registered trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

ClockWorks, The Embedded Control Solutions Company, EtherSynch, Hyper Speed Control, HyperLight
Load, IntelliMOS, mTouch, Precision Edge, and Quiet-Wire are registered trademarks of Microchip
Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, BodyCom,
CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion, CryptoController, dsPICDEM,
dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, EtherGREEN, In-Circuit Serial Programming,
ICSP, INICnet, Inter-Chip Connectivity, JitterBlocker, KleerNet, KleerNet logo, memBrain, Mindi, MiWi,
motorBench, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient
Code Generation, PICDEM, PICDEM.net, PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE,
Ripple Blocker, SAM-ICE, Serial Quad I/0, SMART-L.S., SQI, SuperSwitcher, SuperSwitcher I, Total
Endurance, TSHARC, USBCheck, VariSense, ViewSpan, WiperLock, Wireless DNA, and ZENA are
trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.
Silicon Storage Technology is a registered trademark of Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany Il GmbH & Co. KG, a subsidiary of
Microchip Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
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Quality Management System Certified by DNV

ISO/TS 16949

Microchip received ISO/TS-16949:2009 certification for its worldwide headquarters, design and wafer
fabrication facilities in Chandler and Tempe, Arizona; Gresham, Oregon and design centers in California
and India. The Company’s quality system processes and procedures are for its PIC® MCUs and dsPIC®
DSCs, KEELOQ® code hopping devices, Serial EEPROMSs, microperipherals, nonvolatile memory and
analog products. In addition, Microchip’s quality system for the design and manufacture of development
systems is ISO 9001:2000 certified.
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