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 PRIME Manager User Guide

Overview

The PRIME Manager is a PC software application that connects to Service or Base Nodes allowing easy
management of the device functionality.

Features

• Connection by USI Protocol to PRIME Devices
• Supports PRIME 1.3 Service Nodes with Firmware Version 1.3.9.0 or Later
• Supports PRIME 1.3 Base Nodes with Firmware Version 1.3.10.0 or Later
• Supports PRIME 1.4 Service or Base Nodes with Firmware 1.4.1.0 or Later
• Multi-Client Connection
• PRIME API Management
• Manage Certification
• Manage MTP
• Embedded Sniffer Support
• Run DLMS Over TCP Protocol as Application (Base Node)
• Run PRIME Over UDP as Application (Base and Service Node, PRIME 1.3 Only)
• USI Serial Profile Certification Bridge
• Firmware Upgrade with Signature Options (PRIME 1.4)
• Python Script Example to Sign Firmware Files
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1. Introduction

1.1 Description
The PRIME Manager is used to monitor and manage PRIME power line networks. This tool requires a
hardware device connected to the power line.

The PRIME Manager can be used for:
• PIB management
• Testing embedded firmware
• Monitorizing embedded Sniffer

The USI messages are processed and the results displayed in the different views of the main window
(see Figure 2-9).

1.2 Application Structure
The application is designed with the following structure:

Figure 1-1. Application Structure

PLCUSIServer

PRIMEManagerPRIMEManager

Microchip
SN / BN

TCP/IP 
XML

TCP/IP or Serial 
USI

………

The PRIMEManager is the main application – it configures and launches the PLCUSIServer application
and its USI connection. The PLCUSIServer allows connection of several PRIMEManager instances.
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2. Initial Steps

2.1 Software Installation
To install the software, execute the provided installation wizard.

First, select between multiuser support or current user.

Figure 2-1. First Wizard Window

Next, select the components to install.

Figure 2-2. Select Components

And finally, select the folder where the software must be installed or just simply use the default location.
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Figure 2-3. Select Folder

The installation does not require any other configuration.

Figure 2-4. Installation Completed

The installation procedure generates a desktop link and start menu link. Use any of them to start PRIME
Manager.

2.2 Target Firmware
Along with the Microchip PLC Kit, you have received the instructions to build/install the appropriate
firmware in your hardware devices. Refer to the “Kit User Manual” to install the appropriate Base/Service
Node firmware.

2.3 Starting
First, plug the hardware device to the power line. Then, connect the USB cable to the host computer.
Finally, start the PRIME Manager using, for example, the link created on your desktop during the install
process. This opens the main window.
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Figure 2-5. PRIME Manager Main Window

In order to connect, the user needs to setup input and log parameters through the settings window. To
modify the settings, click File>Settings on the menu and the settings window will be shown (Figure 2-6).
First, choose between running a local USI server (PLCUSIServer) instance or connecting to a remote USI
server.

Figure 2-6. Settings Window
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The normal usage is to run a local server and connect by USB (PC1 in Figure 2-7). After that, choose
between serial and TCP/IP link for the hardware connection. When running a local server, the TCP/IP
option allows the connection to a UART Hub or USI Splitter.

Figure 2-7. Connection Diagram

PC1 PRIMEManager

PLCUSIServer

USB

PC2

PRIMEManager

When connecting to remote server (PC2 in Figure 2-7), the TCP/IP option requires the IP address of the
server (PC1) and the opened port by the server. Note that the opened port is shown in the status bar of
the tool.

If the COM port is not known, it can be located at the Windows Device Manager in the Port (COM & LPT)
section. In this example, COM69 is used:

Figure 2-8. Windows Device Manager
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Note:  Some Microchip kits use a dual USB UART Bridge providing two COM devices on the same
USB cable. Firmware is configured to use the “Enhanced COM Port” by default.

Sniffer options (Figure 2-6) allow enabling the embedded sniffer. The database to store the sniffer log can
be selected. Furthermore, overwrite or append options can be selected.

It is also possible to enable a USI log (see Figure 2-6). If it is enabled, all USI traffic from PC to device
and from device to PC will be written on the selected text file. It can be useful for debugging.

The protocol used for application requests (see Figure 2-6) can be chosen (PLME/MLME or Serial
Profile). This is the protocol that will be used to get/set PIBs automatically by the tool. If both PRIME API
and MNGP (Serial Profile) are serialized, this option is not of relevance, but it can be useful if one of
those protocols is not serialized.

Now, the tool is ready to connect. Accept the changes and click on menu Connection>Connect in the
Main Window to start. The status bar at the bottom of the window will show the current setup and the
status of the tool. The Main Window is shown in the next figure.

Figure 2-9. Main Window when Connected to a Service Node

When clicking Connect, if the sniffer was enabled in the settings dialog, a new window would be shown
with the sniffer (see section 3.  Network Topology View). Such window is similar to the PLC Sniffer tool.
Note that once the tool is connected, it is not possible to show the sniffer if it was not activated before
clicking Connect.
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Figure 2-10. Main Window when Connected to a Base Node

1. Network Topology view. This is the basic presentation in the main application window and it is
always visible when connected to a Base Node. It is not available when connected to a Service
Node. This view displays the logical network structure. The structure is inferred analyzing the
network events received from the Base Node. In addition, this view shows node information such
as MAC, LNID, LSID, SID, firmware upgrade state, firmware version, model and vendor, 4-32
address, ALV message count and coverage

2. Firmware Upgrade view. This view displays firmware upgrade options and information about the
current upgrade process. It is not available when connected to a Service Node

3. PRIME Management. This view allows requesting information and other functionalities provided by
the different protocols available in the tabs. It is available in both Base and Service Node
connection, but there are some differences (to be described in section 5.  PRIME Management
View)
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3. Network Topology View
The Network Topology View looks like this:

Figure 3-1. Network Topology View Showing a 27-node Network

This view shows the current status of the network inferred by the tool. It is automatically refreshed every
time a change in the network is detected; for example, a new device is registered or promoted to switch.
It is also possible to refresh this view with the Reload Tree button, which requests to the Base Node the
list of registered nodes in order to rebuild the network structure. This is useful if network events were lost
and thus the topology is not up-to-date.

This view displays the following information:
• Node State. A green dot is a terminal node and a yellow dot is a switch node
• MAC address
• SID (Switch Identifier)
• LNID (Local Node Identifier)
• LSID (Local Switch Identifier)
• fuState (Firmware Upgrade State)
• Firmware version
• Firmware vendor and model
• 4-32 Address
• ALV Rx/Tx (number of ALV messages received and transmitted)
• Coverage (moving average with the last three ALV messages)

There is a right-click menu in this view with further options, as shown in the following figure:

 PRIME Products
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Figure 3-2. Right-Click Menu

3.1 Info Request Dialog
This dialog allows requesting information from the Service Nodes by means of the Base Management
Protocol.

Available information to be requested is firmware version, model and vendor, and firmware state. The
firmware state is only returned when a firmware upgrade process is running. The responses will be
shown in the rows of Figure 3-1.

The information can be requested to all registered nodes or just to selected nodes (multiple selection is
enabled in Network Topology View).

Figure 3-3. Info Request Dialog

3.2 Network Management Dialog
This dialog lets the user manage the network with functions Unregister, Promote, Demote and Reboot.
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Figure 3-4. Network Management Dialog

3.3 Firmware Upgrade Management Dialog
The available options in this dialog depend on whether or not a firmware upgrade process is running.
When not running, nodes can be added to and removed from the list. When the process starts, the
Remove option is disabled but the Abort option is enabled so that the upgrade process can be cancelled
at any time. It is always possible to add nodes to the list.

Figure 3-5. Firmware Upgrade Management Dialog

This dialog only adds the nodes to the Firmware Upgrade, but the process does not start when the OK
button is clicked. The next section describes how to start the Firmware Upgrade Process.
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4. Base Management View
This view allows the configuration of the firmware upgrade parameters:

• Delay Restart. Number of seconds that a device must wait before performing a restart after
receiving the new firmware

• Safety Timer (in seconds). If an upgraded node cannot register before this timer expires, it will
return to the last firmware version

• File. File with the new firmware version
• Match Rules. When marked, the Base Node checks that vendor and model firmware of the Service

Node match those of the new firmware. If they do not match, the Base Node will not upgrade this
node

• Signature Type (PRIME 1.4 only): No signature, RSA3072+SHA256 or ECDSA256+SHA256
• Signature Size (PRIME 1.4 only): Size of the signature data that is appended to firmware binary

file
• Page size. Size of the data packets sent through the PLC line. By default the AUTO option is 64

bytes
• ARQ. Enable or disable the ARQ protocol in the Base Node
• Multicast. Enable or disable PRIME multicast capabilities to transfer the firmware to a list of

devices

Figure 4-1. Base Management View

If you already selected the devices to be upgraded in the Network Topology View (see section 3.3 
Firmware Upgrade Management Dialog), click the Start button to start the firmware upgrade process. If
not, go to select the devices.

To cancel a firmware upgrade process, use the Stop button or abort it from the Network Topology View
(see section 3.3  Firmware Upgrade Management Dialog).
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The upper text browser in Figure 4-1 shows real-time changes in topology (Network Events) and the
stages of the firmware upgrade process.

4.1 Signing Firmware
In order to test signed firmware upgrades, this tool provides a Python® script that will sign a binary using
Microchip´s test keys. The script and test keys are located at {Install-dir}\signature-scripts. ECDSA
algorithm has been chosen to perform this test. Elliptic curve private and public keys are provided to sign
and verify. Remote nodes performing the firmware upgrade must also know the public key to verify the
signature. Also, remote nodes must know the ECC curve chosen. Microchip ECC test keys use the
standard curve SECP256k1. The provided Python script will create a file concatenating the original file
and its signature (coded in ASN.1 format). The signed file will have the same name with the extension
“ECDSAxx.bin”, where “xx” is the signature length. In a command line window, execute the command (or
edit and execute the batch file provided):
C:\>cd “C:\Program Files (x86)\Atmel\Atmel PRIME Manager_2.0.8\signature-scripts”
C:\ …s>c:\python34\python.exe prime-fw-sign.py -f C:\temp\prime_service_bin.bin \
-k ecc_secp_256k1_atmel_private.pem \
-p ecc_secp_256k1_atmel_public.pem

It is also possible to sign the firmware binary with your own keys (as long as Service Nodes know your
public key) or use a different software. For example, follow the next steps to sign with OpenSSL:

1. Generate (if needed) ECC private key with OpenSSL using SECP256k1 curve (256 bits key):
openssl ecparam -out private_key.pem -name secp256k1 -text -genkey

2. Generate ECC public key from private key (if needed). Service Nodes performing the signature
verification must know this key and the curve used to generate it:
openssl ec -in private_key.pem -pubout  -text

3. Show ECC key parameters (curve, public/private):
openssl ec -in private_key.pem  -text

4. Calculate SHA256 digest for your firmware file:
openssl dgst -sha256 -binary -out hash_sha256.md file.bin

5. Sign SHA256 digest with ECDSA:
openssl pkeyutl -sign -inkey private_key.pem  -in hash_sha256.md \
-out signature_asn1.bin

6. Print binary data, concatenate input file and signature:
(LINUX)
$ cat signature_asn1.bin | xxd
$ cat file.bin signature_asn1.bin > prime_fw_sig.ECDSA.bin

(WINDOWS)
c:\> type file.bin signature_asn1.bin > prime_fw_sig.ECDSA.bin

7. Find out the size of signature, parameter needed by the PRIME Manager
(LINUX)
$ls -l signature_asn1.bin

(WINDOWS)
C:\> dir signature_asn1.bin
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5. PRIME Management View
This view has several tabs with different functionalities. As shown in Figure 5-1, there are several tabs:

• PLME/MLME PIBs. Get or set PIBs through PLME or MLME
• Serial Profile. Get or set PIBs through the Serial Profile
• MAC. Send and receive messages through null convergence sublayer
• 4-32. Send and receive messages through IEC-432 convergence sublayer
• PLME. PHY Layer Management Entity functions
• MLME. MAC Layer Management Entity functions
• Certification. PIB management for certification
• Manufacturing (MTP) Test. PIB management for manufacturing test
• PRIME over UDP. PRIME “Ticket 65” interface through PRIME Manager

Note that each tab has its own text browser to show its corresponding protocol information. Messages
can appear on a text browser even if its tab is not selected, e.g. when a 4-32 message is received but
another tab is selected.

The following subsections describe each tab in detail.

5.1 PLME/MLME PIBs
This tab allows getting or setting a PIB from the connected device through PLME (for PIBs belonging to
the PHY layer) or MLME (for PIBs belonging to the MAC layer). Figure 5-1 shows the tab appearance.

Note:  The device´s firmware must support this feature. Base/Service Node´s firmware must be
configured to support MLME/PLME serialization. Otherwise, commands executed from this
window will not have any effect.

Figure 5-1. PLME/MLME PIBs Tab

The PIB is selected from the combo box.

Clicking the Get PIB button, a message similar to the one in Figure 5-1 appears in the text browser
showing the result. The PIB value is displayed both in hexadecimal and decimal base (only for PIB
attributes up to 32 bits).
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In order to set a PIB, write the value and then click the Set PIB button. The comment below the line edit
shows the length of the PIB selected. The new value must be coherent with such length, but if such new
value is out of the range, the tool will inform in the text browser. If the length is 1, 2 or 4 bytes, the value
must be given in decimal base, otherwise hexadecimal (with 0x…) base must be used.

5.2 Serial Profile
This tab allows getting or setting a PIB from the connected device through the Serial Profile. The Figure
5-2 shows the tab appearance. The list of PIBs is the same as in PLME/MLME PIBs.

For PIB management, this tab is used like the previous one. Apart from that, it is also possible to send
reset statistics and reboot commands to the connected device.

Figure 5-2. Serial Profile Tab

5.3 PRIME Profile
This tab allows getting or setting PIBs to remote nodes through PLC´s PRIME Profile. Also, it allows
sending a remote Reset (of statistics) and reboot signal to a registered node.

Figure 5-3. PRIME Profile Tab

 PRIME Products
PRIME Management View

© 2018 Microchip Technology Inc.  User Guide DS50002766A-page 17



5.4 MAC
This tab allows sending messages through null convergence sublayer. It is the interface with MAC
primitives (see PRIME specification). Such primitives are:

• Establish. Send establish request or respond to an establish indication
• Release. Send release request or respond to a release indication
• Join. Send join request or respond to a join indication
• Leave. Send leave request
• Data. Send data request

Functionalities are dynamically enabled/disabled with received/sent commands, e.g. when a connection
is opened, it will be possible to close the connection (release/leave) or send a message through the
corresponding connection handler.

Figure 5-4. MAC Tab

5.5 4-32
This tab allows sending messages through the IEC-432 convergence sublayer. The Service Node can
connect, disconnect and send messages to the Base Node. Figure 5-5 shows the appearance of this tab.

When the option Binary format (DATA) is marked, the messages must be introduced in hexadecimal
format, otherwise ASCII format is used. The received messages are also shown in such format.

Furthermore, if the option Ping – Pong is marked, a message is automatically sent whenever a message
is received. Thus, if an instance of the PRIME Manager (version 1.x.x or later) is connected to a Base
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Node, another one is connected to a Service Node and Ping - Pong is marked in both, the Base and the
Service Node will be continually sending messages to each other.

Base Node tab also permits enabling the DLMS over TCP protocol. This allows a remote concentrator to
connect the PRIME Manager/Base Node and gather DMLS/COSEM data directly from the service nodes
that implement such layer. When enabled, PRIME Manager opens a TCP server in port 4059 and waits
for a connection from a remote concentrator. Only one remote connection is allowed.

Figure 5-5. 4-32 Tab for a Base Node

Figure 5-6. 4-32 Tab for a Service Node

5.6 PLME
This tab is the interface with PHY Layer Management Entity primitives (see PRIME specification). Such
primitives are:

• Reset. Reset PHY layer
• Sleep. Sleep PHY layer. The node will not be able to transmit/receive packets
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• Resume. Wake up PHY layer

Figure 5-7. PLME Tab

5.7 MLME
This tab allows sending MLME commands. The commands are different depending on the connected
device.

Available commands for the Base Node are:
• Promote. Promote a terminal node to switch. The Base Node sends the command to the selected

Service Node
• Demote. Demote a switch node to terminal. The Base Node sends the command to the selected

Service Node
• Unregister. Unregister a registered node. The Base Node sends the command to the selected

Service Node

Info:  Note that these commands in the Base Node are also available in the Network Topology
View (see section 3.2  Network Management Dialog).

Available commands for the Service Node are:
• Promote. Promote the connected node to switch
• Demote. Demote the connected node to Terminal state
• Unregister. Unregister the connected node

Additionally, there is a common command – Reset MLME – to reset the MAC of the connected device.

Figure 5-8 and Figure 5-9 show the appearance of this tab for a Base Node and a Service Node,
respectively.
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Figure 5-8. MLME Tab for a Base Node

Figure 5-9. MLME Tab for a Service Node

5.8 Certification
This tab is used to help during the certification process. The PIB handling could be done in the PIB
management tabs but in this tab only certification-related PIBs are handled. The following options are
available:

• Set Cert Mode. PIB mngCertMode (0x8120) is set to the mode selected in the combo box (IDLE,
PHY v1.3.6, MAC or PHY v1.4)

• Start Transmission. Transmit the required number of PHY Test Case type PPDU messages with
the selected modulation scheme, signal attenuation and duty cycle (PIB phyCertTx, 0x8121). It is
required to set PHY mode before

• Run AppEmu. Starts/Stops the AppEmu application as defined in the PRIME Certification Test
Cases documents
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• Enable Serial Profile Bridge/Port. This check box enables a TCP server (in the selected port) to
which the Certification Tool will connect using Management Plane Interface commands

Note:  Serial Profile Bridge/Port option is designed to allow external certification tools to
communicate with Base/Service Nodes under test. While this option is enabled, do not use PRIME
Manager to perform any task as it may interfere with any external tests.

Figure 5-10. Certification Tab

5.9 Manufacturing (MTP) Test
This tab can be used for manufacturing tests. The following options are available:

• Enable/Disable. Enable/disable the MTP mode (phyMtpEnabled, 0x808E)
• Get/Set MAC. Get and set the MAC address of the connected device
• Get/Set SNA. Get and set SNA
• Get version and ID information. Get SW versions, product ID and vendor ID
• Get/Set PHY parameters. Get and set Tx Channel, Load Thresholds and Impedance Branch
• Transmission Test. Set PIB phyTxParams (0x8089) according to the selected parameters. Len

(bytes) is the length of the payload. If random is 0, the content of packets is fixed, otherwise the
content is random (the lower the value, the more random is the message)

• Get Stats. Get PHY stats. Mean RMS calc retrieves 0 if transmission test is running

Note:  Set operations are only allowed when MTP mode is enabled.
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Figure 5-11. MTP Tab

5.10 PRIME over UDP (PRIME 1.3 only)
This tab window allows to start/stop the PRIME over UDP gateway through the PRIME Manager. It is
enabled for both Base and Service node as both could perform as a slave UDP device. The Default IP
Address corresponds to a multicast IP address, allowing multiple slave devices to communicate with a
master concentrator node.

Figure 5-12. PRIME over UDP Tab
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6. Sniffer Window
This window uses the same sniffer widgets (used in PLC Sniffer). That way, it is possible to use all the
functionalities of PRIME Manager and at the same time, monitorize the PLC packets with the sniffer, all
using the same COM port.

Figure 6-1. Sniffer Window

At the beginning, the sniffer table view is shown. Such view shows the PLC packets in real time.

Furthermore, more widgets can be selected to be shown in the view menu:
• Packet View: The selected packet in the table is decoded
• Hexa View: The selected packet in the table is shown in hexadecimal, byte by byte
• Column Settings: Additional columns can be selected to be shown
• Nodes/Switches plot: Shows the number of nodes and switches as a function of the time

For more information, see the PLC Sniffer documentation.

Note:  The device´s firmware must have the embedded sniffer option enabled. Otherwise, no
frames will be shown.
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7. Revision History
Note:  Revisions 7.1-7.3 (Rev A-C) refer to Atmel document number 43089. With the 06/2018 revision,
the document was converted to the Microchip format and assigned DS number 50002766, beginning with
Rev A.

7.1 Rev A - 02/2015

Document Initial release.

7.2 Rev B - 01/2016

Document Updated for software release v2.0.7.

7.3 Rev C - 09/2016

Document Updated for software release v2.0.8. (Firmware
versions: 1.3.9.x SN, 1.3.10.x BN, 1.4.2.1 SN and
BS).

7.4 Microchip Rev A - 06/2018

Document • Updated to new Microchip document number
DS50002766.

• Updated for software release v2.1.0.
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The Microchip Web Site

Microchip provides online support via our web site at http://www.microchip.com/. This web site is used as
a means to make files and information easily available to customers. Accessible by using your favorite
Internet browser, the web site contains the following information:

• Product Support – Data sheets and errata, application notes and sample programs, design
resources, user’s guides and hardware support documents, latest software releases and archived
software

• General Technical Support – Frequently Asked Questions (FAQ), technical support requests,
online discussion groups, Microchip consultant program member listing

• Business of Microchip – Product selector and ordering guides, latest Microchip press releases,
listing of seminars and events, listings of Microchip sales offices, distributors and factory
representatives

Customer Change Notification Service

Microchip’s customer notification service helps keep customers current on Microchip products.
Subscribers will receive e-mail notification whenever there are changes, updates, revisions or errata
related to a specified product family or development tool of interest.

To register, access the Microchip web site at http://www.microchip.com/. Under “Support”, click on
“Customer Change Notification” and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

• Distributor or Representative
• Local Sales Office
• Field Application Engineer (FAE)
• Technical Support

Customers should contact their distributor, representative or Field Application Engineer (FAE) for support.
Local sales offices are also available to help customers. A listing of sales offices and locations is included
in the back of this document.

Technical support is available through the web site at: http://www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

• Microchip products meet the specification contained in their particular Microchip Data Sheet.
• Microchip believes that its family of products is one of the most secure families of its kind on the

market today, when used in the intended manner and under normal conditions.
• There are dishonest and possibly illegal methods used to breach the code protection feature. All of

these methods, to our knowledge, require using the Microchip products in a manner outside the
operating specifications contained in Microchip’s Data Sheets. Most likely, the person doing so is
engaged in theft of intellectual property.

• Microchip is willing to work with the customer who is concerned about the integrity of their code.
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• Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their
code. Code protection does not mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the
code protection features of our products. Attempts to break Microchip’s code protection feature may be a
violation of the Digital Millennium Copyright Act. If such acts allow unauthorized access to your software
or other copyrighted work, you may have a right to sue for relief under that Act.

Legal Notice

Information contained in this publication regarding device applications and the like is provided only for
your convenience and may be superseded by updates. It is your responsibility to ensure that your
application meets with your specifications. MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY
OR OTHERWISE, RELATED TO THE INFORMATION, INCLUDING BUT NOT LIMITED TO ITS
CONDITION, QUALITY, PERFORMANCE, MERCHANTABILITY OR FITNESS FOR PURPOSE.
Microchip disclaims all liability arising from this information and its use. Use of Microchip devices in life
support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend,
indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting
from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, AnyRate, AVR, AVR logo, AVR Freaks, BitCloud,
chipKIT, chipKIT logo, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, Heldo, JukeBlox, KeeLoq,
Kleer, LANCheck, LINK MD, maXStylus, maXTouch, MediaLB, megaAVR, MOST, MOST logo, MPLAB,
OptoLyzer, PIC, picoPower, PICSTART, PIC32 logo, Prochip Designer, QTouch, SAM-BA, SpyNIC, SST,
SST Logo, SuperFlash, tinyAVR, UNI/O, and XMEGA are registered trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

ClockWorks, The Embedded Control Solutions Company, EtherSynch, Hyper Speed Control, HyperLight
Load, IntelliMOS, mTouch, Precision Edge, and Quiet-Wire are registered trademarks of Microchip
Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, AnyIn, AnyOut, BodyCom,
CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion, CryptoController, dsPICDEM,
dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, EtherGREEN, In-Circuit Serial Programming,
ICSP, INICnet, Inter-Chip Connectivity, JitterBlocker, KleerNet, KleerNet logo, memBrain, Mindi, MiWi,
motorBench, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient
Code Generation, PICDEM, PICDEM.net, PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE,
Ripple Blocker, SAM-ICE, Serial Quad I/O, SMART-I.S., SQI, SuperSwitcher, SuperSwitcher II, Total
Endurance, TSHARC, USBCheck, VariSense, ViewSpan, WiperLock, Wireless DNA, and ZENA are
trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

Silicon Storage Technology is a registered trademark of Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany II GmbH & Co. KG, a subsidiary of
Microchip Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
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Quality Management System Certified by DNV

ISO/TS 16949
Microchip received ISO/TS-16949:2009 certification for its worldwide headquarters, design and wafer
fabrication facilities in Chandler and Tempe, Arizona; Gresham, Oregon and design centers in California
and India. The Company’s quality system processes and procedures are for its PIC® MCUs and dsPIC®

DSCs, KEELOQ® code hopping devices, Serial EEPROMs, microperipherals, nonvolatile memory and
analog products. In addition, Microchip’s quality system for the design and manufacture of development
systems is ISO 9001:2000 certified.
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